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Section 1: INTRODUCTION

1.1 Purpose and Score. Thie handbook iB to be used during tha
engineering deeign of Department of Dafense (DoD) facilities to aaeure

appropriate physical eecurity is included. The guidelines are based upon the
beat currently available research and test data, and will be revised or

expanded as additional research reeults become available. The contentn
include procedures for planning and designing an integrated physical security
eystem for new facilities as well an the retrofit of existing facilities. The
focus is on construction choices for protection against forced entry, and
ballietic and standoff weapona. Design procedures are also summarized for
vehicle bomb blaet protection, referencing appropriate eourcee for details.

1.2 Cancellation. ThIe handbook supersedes Military Eandbook (tlIL-SDBK)
1013/1, Deaim Guidelines for Phveical Securitv of Fixed Land-Sased
Facilities, dated 9 October 1987.

1.3 Uain.zthe Handbook. Thie handbook is divided into eight major
sections and four appendices. Sections 2 and 3 contain procedures to follow

during the planning and deeign phases of a project to assure adequate
security. Sections 4 through 8 contain supporting detailed deeign data and
instructions. The appendices contain physical eecurity system design
worksheets. The content of each major section is summarized as follws:

Section 2 - Pre-DesiRn Phaae: Specific requirements and criteria
for the security eystem are established during the pre.design phase. The
section begine with a brief overview of DoD directives and instructions
defining physical eecurity related planning policies and requirements. Thin
ie followed by a procedure to establieh: (1) the design threat. (2) the

0p=ratin6 prOcedurea and expected ala~ respOnse times Of the security guard
forces, and (3) other requirements and constraints that may affeet the
eecurity .eyatemdesign.

Section 3 - Deaixn Phaee: The objective of this phase ie to design
an integrated physical security system that meete the requirements and
criteria identified during the pre-design phase. The section begins with a
diecueaion of the elements of a physical security system followed by the
definitions of certain key terms. It then provides a step-by-step procedure
for designing the nacurity system for a nav facility or the retrofit design of
an exieting facility using the detailed information in Sectione 4 through g.

Section 4 - Exterior Site-Related Physical Securit~: Thie aaction
addreaaes tha design of the outermost elamenta of the security ayatem. The
axterior area involved lies between the perimeter of the site and the facilitY
containing the asaets to be protected. Exterior phyeical eecurity contribute
to the effestiveness of an integrated security eyatem deeign in the choice of:

(1) cite layout, including facility location relative to fencee and vehicle

barriers to enhance protection sgainat forced entry, bnmb blaat, standoff
weapons and ballietic threats; (2) acceea control at site points of entry to
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protect againet covert entry threats; (3) exterior intrusion detection sensors
or guards to detect perimeter crossover points; (4) closed-circuit television
(CCTV) or guards to assess an alarm as a threat; (5) security lighting to
support the threat detection and aeseaament function; and (6) ocher essential
functions that must be maintained to support the above elements. Each of
these elemente is addressed referring to other sources for more detaila when
appropriate.

section 5 - Buildinz Phyeical Securitv A~einet Forced and Covert

~: ‘Rtiesection begins with a description of the threat severity levels
for forced and covert entry followed by an overview of the important elements
required to achieve an effective integrated security system design including
building layout, access control, interior intrueion detection eystem, and
CCTV. Minimum prescribed DoD security construction requirement for vaults
and strongrooms; aeneitive compartmented information fecilities; and arms,
ammunition, and explosive (M6.S,) and nuclear weapons facilities are then
provided, including related penetration delay timee. For those caees where
the minimum prescribed designs do not provide sufficient delay relative to
guard reoponee times, or when there are no prescribed designs for a given
facility type, see Section 5.5 (for new construction) or Section 5.6 (for
retrofit construction) for deeign options that achieve the required delays.

Section 6 - Balliscic Attack Eardening: This section begins with a
description of the small arms and military ballietic threats and the general
hardening mechanisms by which they can be etopped. Eardening deeign options
available for both new and retrofit construction are then presented.

Section 7 - Standoff WeaDons Hardening: Thie section begins with e
description of the standoff Rocket Propelled Grenade (RPC) threat and the
general ❑echanieme by which RPCe can be stopped. Eardening design options
available for both new and retrofit construction are then presented.

Section g - Bomb BIaet Hardening: This section summarizes the
design approach for herdening against vehicle-transported bomb blaat effects
for both new and existing construction.

1.4 Related Technical Documents. Use this handbook to addrees specific
design probleme relative to epecific eubject areas (doors, vehicle barrier,
etc.). Related technical documente are identified appropriately within the
text for each unique subject area.
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2) Swin~ ~ates. While turnstile gatee provide security personnel
with more positive acceea control and greater penetration reaiecance, swing
gates are a second alcernr.tivewhen turnstile pereonnel gatee are not
practical. Swing type personnel gatee mny be more economical to procure and
fabricate fran a, hardvare aepect I however, both operational and guard
pereonnel requirement should be considered to determine the moat econrxaical
long-term coat for the facility.

4.4.4.3 Vehicle Gates. Either wheel-supported (Figure 22) or cantilever
eliding (Figure 23) gatee are the best selection for vehicle security gaten
followed by overhead eliding gates. swing gates are a third alternative and
lastly, and the leaet desirable, are overhead (“guillotine”) gatea .
Initially, the designer ehould begin by evaluating the wheel-supported or
cantilever sliding gate. An initial etep in the design is to determine the

OperatiOnal requirement fOr the gate. Thin includes the daily peak and
normal work f lov of vehicles; and the operational accesa control requirements
for the secured area, i.e., badging, penetrator threat, magnetic aeneor
personnel monitoring, package surveillance, type (size) of vehicles to use the
gate, etc. These requirements provide the baeia for determining the type and
eize of gates, desirability or requirement for automatic openere, special
hardening reauirementa, ate. In areas knewn for snow or ice buildup, internal
heating ~houid be considered in the gate design. See liIL-EDBK 1013;i0 for
details.

Three Strand
Barbed Wire

Cate Post
Fabric

-. .s-.

Figura 21
Turnstile (Rotational) Personnel Gate (141L-EOBK 1013/10)
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